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Three Threats Perspective 

 
  

The “three threats” perspective complements 
and enhances the OECD goals of transparency of 
policies, predictability of outcomes, measures of 
general application which treat similarly situated 
investors in a similar fashion. 
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OECD GUIDELINES 

 
 
OECD Guidelines permit that “essential security 
concerns are self-judging”; that is, “OECD 
investment instruments recognize that each 
country has a right to determine what is 
necessary to protect its national security”.   
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OECD DECISION TREE 

 
The decision-tree above would impose a 
common discipline for all OECD members to 
evaluate whether concerns about a possible 
national security threat are plausible 
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STRATEGIC INDUSTRIES 

 
 
Second, the OECD Investment Committee 
occasionally uses the term “Strategic Industries” 
in ways that suggest entire sectors – energy, 
military suppliers, financial institutions, 
infrastructure – might be excluded from foreign 
takeovers. 
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This threat assessment tool in contrast 
deliberately discriminates as to when a 
proposed foreign acquisition within such sectors 
might pose a threat and when not. 
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Threat III 

 

Threat III -- surveillance or sabotage – 
and cybersecurity in an era of 
globalized IT supply chains. 
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Intelligence agencies and congressional leaders 
in the United States have fixed on the idea of 
prohibiting IT suppliers of certain nationalities 
(in the case of China, Huawei and ZTE) from 
participating in national telecommunications 
networks as means of combatting the threat of 
cyber penetration. 
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Cybersecurity Threat 

 
 
Does a policy of trying to protect against the 
cybersecurity threat of penetration, 
surveillance, and sabotage by singling out IT 
suppliers of a particular nationality likely to be 
effective in an era of globalized supply chains?  
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Throughout Shenzhen are facilities and research 
campuses of Ericsson, Lucent-Alcatel, Samsung, 
Cisco, Siemens-Nokia, Motorola, Infosys, and 
NTT Docomo—in short, facilities operated by all 
the major IT competitors.  
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Most of these companies outsource the 
manufacture of components, in turn, to India, 
Israel, and Russia, as well as Taiwan, Malaysia, 
Thailand, and Mexico. 
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Independent Cybersecurity 

Assessment Cells 
  

The world needs an array of independent 
cybersecurity assessment cells around the globe 
that vet the hardware and software of all major 
IT providers without discrimination, providing 
results to private clients and governments alike.  
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Devise System of Safeguards 
and Inspections 

 
It is in the interest of IT buyers and suppliers 
everywhere to devise a system of safeguards 
and inspections that prevents compromise of 
globalized supply chains without disrupting the 
vital flow of technology. 
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